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• Expert Witness 

Testimony and Trial 

Consulting 

• Mobile and Computer 

Forensic Examinations 

• Cellular Data Record 

Analysis 

• Social Media and 

Cloud Forensics 

• Data Recovery 

• Vehicle Forensics and 

Crash Data Analysis 

• CPD Training for Legal 

Professionals 

Partner with us to expertly 

evaluate and address your 

digital forensics needs 
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DIGITAL FORENSICS AND CRIMINAL DEFENSE 

Digital forensics experts can help legal aid, and criminal defense 

attorneys uncover and analyze digital evidence. Hexadata Digital 

Forensics specializes in mobile and computer data extractions, trial 

consulting and can help in strengthening defense strategies. 

Digital forensics has become essential for uncovering evidence that 

can substantiate or challenge opposing council theories. We not 

only assist attorneys in building stronger cases we can also help by 

uncovering potential evidence. This potential information could be 

related to various types of cases including sexual assault, drug 

investigations or Homicides. 

Evidence can be used to construct a timeline of events related to the 

crime; For instance, social media posts can reveal a victim’s activities 

before and after the incident, potentially impacting the case.  

Digital forensics has the potential to provide a solution for criminal 

defense matters. Digital forensics expertise is necessary to analyze 

and interpret the vast amounts of data these digital devices contain. 

Since this information may be vital to your case don’t just rely on 

the digital forensic reports and conclusions from opposing counsel. 

https://www.withum.com/resources/the-vital-role-of-independent-

digital-forensics-in-modern-criminal-defense/ 

https://elitedigitalforensics.com/2023/10/17/case-study-the-alibi-

defense-cell-phone-forensics-proves-innocence/ 

HEXADATA DIGITAL FORENSICS  
FALL NEWSLETTER 

*Deleted text messages  *3rd party message review   *Data extraction or recovery                  

*Timeline analysis    *Third Party Communications  *Cloud and social media   

*Logs and Application files  *Recovered Images and Videos  *Cell Site Analysis 

*Crash data analysis  *Examination and analysis   *Location information  

  

EXAMINERS CAN ALSO HELP IN REVIEWING DATA RELATED TO 

OUR SERVICES 

http://www.hexadata.ca/
mailto:dean@hexadata.ca


 

 

Earn CPD credits with our one-hour lunch and learn 

series. Enroll today in our Digital Forensics for 

Lawyers 1 or 2. topics include: 

• Forensic tools  

• Digital Extractions Methods 

• Understanding artifacts and  

• Databases and Real case studies 

LUNCH AND LEARN 

An alleged victim submitted a series of emails to 

law enforcement, which showed our client 

apologizing and taking responsibility for a sexual 

assault. These emails were forwarded to LEA. The 

client was arrested and his phone seized for 

examination. A review revealed that the alleged 

emails were not present on the phone and none of 

the content on the phone was determined to have 

evidentiary value. 

We were retained to examine the emails and 

provide consultation. We requested access to the 

alleged victim’s laptop and email account to 

perform our own analysis. Access was granted 

only after significant reluctance. 

Upon reviewing the original emails, it was 

discovered that the alleged victim had altered the 

content of the originals, adding material to 

fabricate a misleading narrative. Forwarding the 

emails masked the changes made to appear as 

though the emails were original messages. 

CASE STUDY – FAKE APOLOGY 

THE USE OF DIGITAL FORENSICS IN THE COURTS 

In 2022, our client, was arrested for armed 

robbery. Police seized his phone and performed 

a forensic extraction. GPS data from the device 

was used to place the accused at the scene of 

the crime.   

We were retained to review and consult on the 

findings. It was determined that the GPS data 

relied upon was primarily in photographs from 

the device. While photo metadata can include 

GPS information, it does not necessarily prove 

the device’s owner took the photos. Opposing 

counsel requested the forensic extraction of the 

device for review.  

Our analysis of the metadata revealed that 

while many images contained location data 

near the scene, several were taken at different 

times and dates, and some had been received 

by the accused, rather than captured by the 

device itself. The correct data indicated the 

device was not present at the crime scene. 

What is a HASH value 

A hash value is a fixed-length alphanumeric 

string generated by a mathematical algorithm. 

It can uniquely identify an image or video and 

compare two files to determine if they are 

identical. If the hash values match, it’s more 

than likely that the files have not been altered. 

FORENSIC TERMINOLGY 

CASE STUDY - GPS DATA LOCATIONS  
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